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In today’s world, one would be hard-pressed to find an aspect of their life 

that was not rendered better by technology. From shopping for essentials to 

accessing boundless troves of information, technology has streamlined life as 

we know it. However, it has also opened the door for savvy users to exploit our 

new interconnectedness. One example of this is in the way that nations have 

leveraged technology to advance their political agendas, be it through 

intervention in foreign affairs, spying on rivals, or surveying the masses. 

Election Meddling 

Powerful nations will often leverage their cyber disruption capacities to 

sway foreign elections in favour of candidates whom they view as potential 

allies. Among the most prominent meddling strategies are hack-and-leak 

operations, which entail the theft of private emails and their subsequent 

publication. Additionally, some regimes have opted for infrastructure attacks, 

directly targeting the electronic voting systems of other nations. There have 

been myriad cases of election meddling in recent years, perhaps none more 

cataclysmic than Russia’s involvement in the 2016 US Presidential elections. 

Espionage 

More colloquially known as spying, espionage has played a central role 

in politics since time immemorial. Nations looking to siphon critical state 

secrets from their rivals will readily deploy spies into the rival nation’s 

government agencies. With the Internet and network-connected devices 

permeating all facets of modern life, cyberspace has become the new frontier 

for warring nation-states to conduct their reconnaissance. Cyberespionage 

strategies include but are not limited to DDoS attacks, malware, Logic Bombs, 

and IP spoofing. The US and Israel made use of such tactics in developing the 

Stuxnet virus to incapacitate Iranian nuclear plants in 2010.  

Domestic Surveillance 

This controversial and oft-debated aspect of cybersecurity centres 

around a government’s monitoring of its citizens. supporters of domestic 

surveillance tout it as the only viable means by which a government can fight 

terrorism, prevent crime, and protect the populace. However, with increasingly 

sophisticated technologies such as facial recognition and GPS tracking, many 

detractors have argued that surveillance is tantamount to gross violations of 

privacy. Modern examples of domestic surveillance include the NSA, which 

actively intercepts the phone calls and online communications of Americans, 

as well as the Chinese government’s installation of security cameras and 

recording devices in the Muslim Uyghur-populated regions of Xinjiang.   



 
  

United States of America 

As one of the prominent digital powerhouses, the United States has also 

been a frequent target of cyber attacks. From public/private data breaches and 

information leaks, whistleblowing, election meddling and doubtless attempts 

at espionage, the U.S is surely taking major steps to increase its defensive and 

offensive digital capabilities.  

 

Russia 

 A fair number of Western hacking cases have been traced back to 

Russia. In one of the largest hacks in history, Russian hackers stole 1.2 billion 

usernames and logins in 2014, including 500 million emails. Moreover, some 

U.S organizations blame Russia for interfering in their 2016 election through 

the use of online bots and fake organizations meant to stir up pro-Trump 

sentiment. 

 

China 

 China has sometimes been accused of engaging in aggressive ‘cyber-

warfare’. Allegedly, China employs 50-100,000 ‘hackers’, who routinely 

attempt to gather information and disrupt private or government digital 

infrastructure around the world. Regardless of such allegations, many high-

profile hacks have been traced back to China; the U.S, India and Canada 

among their favourite targets. China also employs one of the most intensive 

and rigorous digital mass surveillance campaigns in the world.  

 

Israel 

 Though a smaller nation, Israel has surprisingly risen to one of the 

global leaders of cybersecurity; in 2017 they exported $6 billion worth of 

cybersecurity tech. Since 2002, Israel has invested significant resources into 

cybersecurity research, tech development and start-up companies. They have 

built a comprehensive system which ties in all aspects of digital security, 

including integration with their mandatory military service at cybersecurity 

research institutes.  

 

  



  

❖ What duties do a nation hold in keeping their 

citizens’ digital information secure?  

 

❖ What are the political consequences of a nation 

performing cyberattacks on another nation? 

o Is it even possible to prove that it was state 

sanctioned, rather than a rogue actor? 

o Are we still in the wild west of cyberwarfare? 

Is it an international free-for-all?   

 

❖ What can a nation do to secure its digital 

infrastructure, intelligence and information? 

  

❖ How much power should be given to Information-

Intelligence Agencies in the name of security?  

 

❖ Are there any international organizations or UN 

branches that should step in on cybersecurity? 

 

❖ Should whistleblowers be treated as 

traitors/criminals, or be allowed political asylum 

abroad?   
  



 

1. https://euvsdisinfo.eu/methods-of-foreign-electoral-

interference/ 

 

2. https://www.cse.wustl.edu/~jain/cse571-

14/ftp/cyber_espionage/index.html#nation_state_cyber_

attacks 

 

3. https://www.eff.org/issues/mass-surveillance-

technologies 

 

4. https://www.eff.org/nsa-spying  

 

5. https://online.norwich.edu/academic-

programs/masters/information-security-

assurance/resources/infographics/how-nations-use-

digital-espionage-against-each-other 

 

6. https://www.theatlantic.com/technology/archive/2019/05

/the-us-and-china-a-tale-of-two-surveillance-

states/590542/ 

 

7. https://sydney.edu.au/arts/news-and-

events/news/2019/07/04/espionage-and-warfare-in-the-

digital-age.html 

 

 

 

 


